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N
. Top 10 tar rs worldwi
The Education and Research sector op 10 targeted sectors worldwide
became the second most targeted
by nation-state threat actors
In 2024, Education and Research beF:ame the ] ) 3 456789 10
second most targeted sector by nation-state
threat actors. Sector Percentage
In addition to offering intelligence such as
. . . . IT 24%
research and policy discussions, education and
research institutions are often used as testing 2 Education and Research 21%
grounds by threat actors before they pursue 3  Government 12%
their actual targets. . Think tanks and NGOs 5%
For example, QR code phishing, a technique 5  Transportation 59%
now used widely to compromise user accounts ,
. : 6 Consumer Retail 5%
at scale and create an entry point for business
email compromise (BEC) attacks discussed Finance %
later in this chapter, became widely used in 8 Manufacturing 4%
targeted attacks against this sector as early as 9 Communications 4%
August 2023.
10 All others 16%
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* Pettused ja lunavara
* Andmete lekked

*VVeebilehtede ja kontode
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 Kliberturvalisus ei ole tulevikurisk- see on tanane
juhtimisrisk

* Kiberintsidendid algavad inimlikust eksimusest

* Tehnoloogia ei paasta, kui me ei oska kahelda

* Teadlikkuse tostmine kui koige kuluefektiivsem vahend
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Mida haridusasutused tana teha saavad?

eVastutaja maaramine- koolis peab olema inimene, kes vastutab infoturbe eest
eRiskianalluius- regulaarne IT-varade kaardistamine ja riskide hindamine
eIntsidentide kasitlemine- kiberintsidentidest teavitamine RIA-le

ePohimeetmed- paroolipoliitika, uuendused, varundamine, paasuhaldus, MFA
eTootajate teadlikkuse tostmine- koolitused ja teavitamine (kdige levinum norkus
koolides)

eVVarade inventuur- teadma, millised arvutid, serverid, pilveteenused, veebilehed jne

kuuluvad koolile
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Haridusasutused klberturvaliseks!

e Tasuta kiibertestid

Koolitused ja infopaevad

Projektide kirjutamine

Omavalitsustega koostoo

Kliberturvalisus ainekavasse
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 Korralda uks tohus dppus

* Too kuberturvalisus juhtkonna lauale

e Loo kultuur, mis kaitseb

FRANCE | BELGIUM | CANADA |
ESTONIA | ITALY | MEXICO |
SINGAPORE | SPAIN | UAE | USA



FRANCE | BELGIUM | CANADA |

N NEVERHACK ESTONIA | ITALY | MEXICO | OMAN |

SINGAPORE | SPAIN | UAE | USA

Me ei saa tormi dra hoida, aga me saame ehitada majaka,
mis juhib 14bi tormi

Kui miski tundub
- liiga hea
- liigseid emotsioone tekitav
- ajakriitiline
— peatu ja kahtle

Uks ebamugavus hoiab 4ra suured probleemid
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Trying to explain our current
cyber risk to the board

SOM!UNE FIGIIREIIOUTMY PASSWURII

NOW I HAV[ T(I RENAME MY,DOG!

=] Balbix
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KUBERTURVALISUSE
AASTARAAMAT




